Vulnerability to Space Weather, Manmade EMP & Cyber Attack

Summary

Solar super storms

It is predicted by NASA and by the NOAA that the Sun may be entering a particularly energetic period
(similar to that in which the most powerful solar storm ever recorded occurred), with very energetic
solar storms happening every couple of months instead of years, with activity peeking around 2013-
2014. Scientists are already talking about the likelihood of solar “black swan event” in 2012. The risks
posed by space weather are known and significant, a severe event could potentially have serious
impacts upon infrastructure and society. The UK National Security Strategy identifies space weather as
a Tier 1 risk, the highest of identified “priority risks.” Under the worse case scenario, large areas of the
Earth could be without electricity for long periods, possibly several months, with high loss of life.
Countries, and areas, with “fragile” grid infrastructures are likely to be affected most - smart grid
electronics may introduce additional vulnerabilities to exposed grids. The use of Smart Meters instead
of analogue meters may also increase risk, as they are more likely to be damaged by solar events.

Practicality, Security, War, Terrorist or Cyber-Attack
It is recognised that if countries fail to implement suitable measures to protect themselves against
electronic attack they leave themselves open to extreme danger.

Manmade EMP Events

High-Altitude Electromagnetic Pulse (HEMP)

The term HEMP is often used for EM signals created from a nuclear detonation interacting with the
Earth’s upper atmosphere. There are already nations possessing the capability to use HEMP devices to
cause catastrophic results to critical infrastructures over wide geographical areas. Smart grid
components are more prone to damage from HEMP than the parts of the system they replace. HEMP
may seriously damage solid-state Smart Meters. The US National Security Working Group notes “..
vintage type electronic systems are much more robust and tolerant to EMP effects. The bad news is that
these systems are growing old and ... will be replaced with modern versions that are inherently more
vulnerable to EMP.”

Non-Nuclear EMP (NNEMP) / Intentional Electromagnetic Interference (IEMI)

Extremely powerful portable radio transmitters (which may be mobile and coordinated) can be built to
create NNEMP. Its effects are similar to solar threats and HEMP but are usually more localised. As
noted by Radasky, “... the IEMI threat to Smart Meters, distribution electronics, substation electronics,
substation communications, control rooms and power generating facilities (including wind and solar
facilities) is the same as for ... HEMP.” This vulnerability needs to be urgently addressed. There is
presently no protection for Smart Meters against EMP. Even simple EMP devices such as a coil of wire
and a battery at close range can disable them.

Preventing Natural and Manmade EMP Catastrophes

Smart grids create more potential points of failure from EMP than traditional grids. Ideally, protective
no cost / low cost measures should be considered early in the brief and applied before rollout. Action is
required sooner rather than later and could create numerous beneficial opportunities. As noted by
Arbuthnot et al., “The technology to protect critical infrastructures from natural or malicious
electromagnetic threats now exists. Implementation costs are estimated at less than 0.01% of GNP.”

Cyber Security

The UK National Security Council recognises cyber-attacks as a Tier One threat. It has already been
claimed that hackers from foreign countries have reconnoitered the US electricity grid possibly seeking
to discover exploitable systemic vulnerabilities such as those found in present Smart Meter systems.
Smart Meters can create substantial new cyber-vulnerabilities. As noted by Anderson & Fuloria, one of
the gravest of these is that of “a ‘cyber-nuke’ [through the Smart Meters] that would reduce ... [a
country’s] population to destitution. Recovery from such an attack would be painful [loss of life may
also be high — present author’s comment].” This risk does not exist with analogue meters.

Conclusion — the design of power grids, meter systems and electrical appliances
needs to be rapidly rethought to deal with the real life issues that have been raised.
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Image source: Courtesy US National Oceanic and Atmospheric Administration (NOAA).

Present Risk from Space Weather

“The risks posed by space weather are known and significant, ... a severe event could potentially have
serious impacts upon ... infrastructure and society more widely. It is essential that this hazard is
sufficiently recognised and addressed by the Government and relevant civil bodies” ... The UK National
Security Strategy (NSS) identifies space weather as a Tier 1 risk, the highest of identified “priority risks”
(UK House of Commons Defence Committee 2012).

“Smart Grid electronics may introduce additional vulnerabilities if the grid is exposed to
[electromagnetic pulse (EMP)] threats ... ” (Radasky 2011). The electromagnetic pulses created by solar
storms —and manmade EMP events - can greatly compromise the integrity of electrical grids and
damage electrical equipment and satellites. Smart Meters, as they are currently designed, are more
vulnerable to such threats than the analogue meters they replace and will, at present, introduce further
potential points of failure into the system.

In the USA, Dr Peter Vincent Pry, former Director of the US Nuclear Strategy Forum and President of
EMPact America, states “... given our current state of unpreparedness, within 12 months of an EMP
event, about two-thirds of the U.S. total population... would perish from starvation, disease and societal
collapse” (Pry 2011). US Center for Security Policy President Frank Gaffney Jr. (former US Deputy
Assistant Secretary of Defense for Nuclear Forces and Arms Control Policy), says such an event could
cause 9 out of 10 deaths within a year from such factors (Gaffney Jr. 2011). No figures on potential
losses appear available for the UK, Europe, or other areas of the planet.

Space Weather

"Modern society depends on high-tech systems such as smart power grids, GPS, and satellite
communications - all of which are vulnerable to solar storms" (NASA 2011). “Itis ... vitally important
that the work of hardening ... infrastructure is begun now and carried out as a matter of urgency” (UK
House of Commons Defence Committee 2012). This will require a major rethink on how Smart Grids
and their components are designed and deployed. It is imperative that Smart Meters (and smart
appliances) do not further increase such vulnerability.

Solar Super Storms

It is predicted by some scientists that the Sun’s 11-year cycle will hit its maximum in late 2013 or early
2014. According to NASA and the US National Oceanic and Atmospheric Administration (NOAA), the
Sun may be entering a particularly vicious solar maximum in 2013, similar to that in which the Solar
Super Storm of 1859 (the most powerful solar storm ever recorded) occurred (Moskowitz 2011, NASA
2010, US NRC 2008). Phillip Chamberlin of NASA’s Solar Dynamics Observatory said that there could be
very energetic solar storms “every couple of months instead of years" during that time (Mosher 2011).
According Riley (2012), there is an approximate 1 in 8 chance that a solar storm of equal magnitude to
the 1859 event could cause devastating disruption to electric power transmission networks within the
next decade. Such an occurrence could also result in significant (and preventable) loss of life (Pry 2011,
Gaffney Jr. 2011).
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Scientists are already talking about the likelihood of “a black swan event” in 2012 due to increased
solar activity (Telegraph 2012). According to Dr Richard Fischer (Hough 2010), director of NASA’s
Heliophysics Division, the next solar storm of such a magnitude hitting Earth “will disrupt
communication devices such as satellites [including those used for some smart grid communications —
present author’s comment] and car navigations, air travel, the banking system, our computers,
everything that is electronic. It will cause major problems for the world.” Such storms are already a
major threat to less vulnerable (non ‘smart’) grid systems (Birnbach 2011). The risk of such events and
their potentially detrimental effects on society, is far higher than other matters normally taken into
account in risk planning.

John Kappenman (NRC 2008) modeled the potential effect of exposure to a storm of similar magnitude
to the great solar storm of May 1921 on the modern US power grid and calculated that over 300 large
EHV transformers would be at risk of permanent damage. Marusek (2007) claims that a solar super
storm aimed earthwards could cause long-term blackouts in the USA, Canada, Europe and elsewhere.
The UK'’s National Grid recognise that in the event of a severe solar storm, long-term blackouts of at
least two months could arise for individual damaged transformers being restored or replaced. The
probability of a disconnection event under such circumstances is presently foreseen as being 62% for
England and Wales and 91% for Great Britain as a whole (UK House of Commons Defence Committee
2012). The possibility of multiple solar EMP events happening over an extended period of time that
might damage repaired/replaced transformers does not appear to have been taken into consideration,
nor does the additional time / labour force that could be required to replace Smart Meters damaged by
the solar EMPs.

Avi Schnurr, Chair and CEO of the US Electronic Infrastructure Security Council, suggests that shorter
individual power transmission lines (as found in the UK) may be at greatest risk of solar EMP. To back
his case, he mentioned that detailed modeling in the US has indicated that densely concentrated
sectors of the (US) grid were more at risk from solar EMP, and that for European power grids (of similar
design to those in the UK), very large geomagnetically induced currents (GICs) had been noted for
comparatively minor storm events. Whilst this is at odds with evidence presented by the UK’s National
Grid (UK House of Commons Defence Committee 2012), Schnurr’'s comments appear worth taking into
consideration as the stakes are so high.

Satellites and spacecraft such as ACE, GOES, SOHO and the STEREO craft provide the main information
required for forecasting solar storms. There is a risk that at least some of these may fail. Apparently,
scientists are “keeping their fingers crossed” that the elderly Advanced Composition Explorer (ACE) and
Solar & Heliospheric Observatory (SOHO) satellites are able to keep transmitting data on solar storms.
“ACE is particularly important as it sits at the L1 point, a million miles from Earth, and is able to detect
the polarity of incoming Coronal Mass Ejections (CMEs). ACE was launched in 1997 for an operational
mission of three years. ... Crucially, it is a single point of failure in our ability to forecast Space Weather”
(UK House of Commons Defence Committee 2012).

According to Michael Hesse, Director of the Modeling Center at the Goddard Space Flight Center, as
qguoted by Kerr (2009), these satellites “can fail any time, no one knows.” It was further noted by Kerr
(2009) that “One-third of major [solar] storms arrive unheralded and almost one-quarter of the
warnings turn out to be false alarms...” 1t was additionally noted in written evidence from the UK
National Grid that “CMEs can take from 18 hours to three days to reach Earth. Forecasting models are
used to decide on their trajectory and timing. NASA issue forecasts of arrival time giving a six hour
window. However these forecasts are frequently inaccurate, with the actual arrival being many hours
early or over a day late.” Present UK protective measures are “based to a large extent on pre-emptive
action, such as shutting down equipment as a precaution, ...” (UK House of Commons Defence
Committee 2012). As this is the case, it appears that forecasts may fail to provide adequate warnings.

It is predicted that upcoming solar flares could greatly endanger National Security and may take down
key services such as electricity grids, electronics and communications for prolonged periods. It appears
imperative that countries protect their power grids to the best degree possible against such events. At
best, such an event could cause individuals to be without electricity for hours or days. Under the worse
case scenario, large areas of the Earth would be without electricity for longer periods, possibly several
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months. Countries, and areas, with “fragile” grid infrastructures are likely to be affected most. The UK
House of Commons Defence Committee (2012) state that it is “vital that the ... electrical grid is as
resilient as possible to potential threats such as these. ... Government departments ... must work with
National Grid to ensure that its backup procedures and equipment are sufficient to meet the reasonable
worst-case scenario for a severe space weather event.”

The present author contends that backup plans should also take into account the possibility that it may
be necessary to deal with several severe space weather events over an extended high-risk period and
that additional components that are sensitive to EMP should be avoided where possible. The present
design of many high-tech devices (including Smart Meters) makes them more vulnerable to EMP effects
than the units and technologies they replace. Transformer designs could also be improved (Birnbach
2011, EMPrimus 2011). There is also a need to ensure that generic civil contingency plans that “address
blackouts and temporary loss of electronic infrastructure caused by a range of events” are improved, as
at present they are inadequate (UK House of Commons Defence Committee 2012).

The estimated worldwide economic cost in the first year alone after such an extreme event is $1 trillion
to $2 trillion. “Even a recurrence of the lesser super-storm of May 1921 could lead to blackouts affecting
130 million Americans and half of North America” Kerr (2009). Russia and China have already been
hardening their grids against such risk (Pierobon 2011).

According to Connor (2011), the US and UK are planning to undertake “controlled” power cuts to their
national electricity supplies to protect them against potential damage from large solar storms that
might otherwise take months or even years to repair. However, such “controlled” power cuts can only
take place if warnings are given in time and, as noted above, this is not always possible. The 1859
event, the most powerful solar storm ever recorded (which is considered to be 10 times greater in
magnitude than anything observed in the last 50 years), caused shorting in the telegraph systems in
North America and Europe, creating electric shocks and numerous fires (Odenwald 2000). Nowadays
the effects would be far more damaging and widespread due to the increased use of electricity and
more complex technology and components, including Smart Meters, that are more easily damaged by
EMP.

With a possible lack of accurate forecasting, and overstretched staff, there is the real chance that there
will be insufficient warning time for effective mitigative actions to be taken on some occasions when
solar storms present danger, thereby further increasing grid vulnerability. As an example of the possible
suddenness of events that might occur, during the huge solar storm of 1989 in Canada operating
conditions in Quebec went from normal “to complete Provence wide blackout in an elapsed time of 92
seconds” (Horizon 2012). For the space weather warnings that do come through before the event, it is
noted in the report by the UK House of Commons Defence Committee (2012), that for some events
there may be two or three days warning and with others there may be only eight minutes notification.

The effects that the electromagnetic pulses (EMP) of solar super storms would have on Smart Meters,
smart grids and smart technologies have yet to be fully assessed. The International Electrotechnical
Commission (IEC) does not yet have immunity tests covering the effects of solar storms on Smart
Meters (Radasky 2011). It is known however that they are less robust to EMP threats than analogue
meters, and that the wireless telecommunications systems that many of them operate through could
be damaged by the late-time (E3) portion of High-altitude Electromagnetic Pulses (HEMP) from nuclear
detonations, which exhibit strong similarities (in terms of spatial distribution and time variation) to the
GIC of extreme solar storm events (Radasky et al. 2001).

Solar Storm of 1989

The geomagnetically induced currents (GICs) that the solar storm of 1989 created caused the
overloading of circuits, tripping of breakers, and (in severe cases) even melted the windings on heavy-
duty transformers (NASA 2010). Transformers were damaged in the USA, Canada and the UK. Satellites
were also damaged — this latter fact is mentioned as some smart grids use satellites for communication
which might get damaged (and even potentially fall out of orbit) as a result of future solar storms.
Microwave relays too (as used in smart grid communications) are also vulnerable to damage, as are the
control chips of smart technologies.
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Generator step-up transformer damaged by March 1989 solar storm.
Images: Kappenman (2011). Images originally provided courtesy of Public Service Electric and Gas and Peter Balma.

The March 1989 event was of considerably lesser strength than the 1859 event (a disturbance storm
time (Dst) value of -589 nT was registered in 1989 compared to a Dst of -1760 nT for the 1859 event
(Lakhina et al. 2005). [The Dst index is a measure of geomagnetic activity used to assess the severity of
magnetic storms. It is expressed in nanoteslas and based on the average value of the horizontal
component of the Earth's magnetic field measured hourly at four near-equatorial geomagnetic
observatories. A negative value is shown when the Earth’s magnetic field is weakened)].

Fortuitously, that solar storm hit in the middle of the night: if it had hit during peak load conditions, grid
closure may have cascaded into the USA (Riswadkar & Dobbins 2010). It caused over 200 power
anomalies in North America. These included (as previously mentioned) the blackout of the province of
Québec in Canada due to a voltage depression that could not be mitigated by automated compensation
equipment); melting of power transformers in New Jersey (including the failure of a transformer at a
Nuclear Power Plant); voltage swings at major substations; and generators tripping and going out of
service (US NRC 2008).

A utility firm placing a top priority order for the replacement of a damaged generator step-up
transformer as a result of the 1989 event was told it would take almost 2 years to fulfill [at present
there is a 3-year lead time for orders to be fulfilled (which could be greatly extended in future) if orders
for replacements were high — comment by present author]. Luckily, a spare was available which was
installed within 6 weeks (Marusek 2007). Within 25 months of the March 1989 storm, 12 Nuclear Plants
had transformer incidents that were suspected as being delayed failures caused by that storm
(Kappenman 2011). The direct cost of the March 1989 solar storm was over $2 billion [£1.245 billion].
The cost of protecting key areas of the US grid against EMP would be $150 million [£94 million]
(Riswadkar & Dobbins 2010). The costs could be substantially greater for smart grids as a result of their
additional electronics introducing increased potential EMP vulnerabilities into grid systems (Radasky
2011). Measures to reduce risk are already being put in place by governments to secure their “critical
electric infrastructures” (EIS 2011, 2010).

Solar storms of equal, or greater, magnitude to that of the 1989 solar storm have occurred in 1859,
1872, 1882, 1903, 1909, 1921, 1928, 1938, 1958, 1989 (Gonzalez et al. 2011). Other solar flares of
similar or greater magnitude to that experienced in the March 1989 solar storm have occurred in 2001,
2003, 2005, 2011 and 2012 (NASA 2012, 2012a, 2012b).

It appears more cost-effective to create robust EMP protected smart grids and electrical equipment
now than to have to do so in retrospect. Solar events are not particularly rare (and the risk from
manmade EMP, as discussed later in this document, is rising). Research now indicates that large GICs
are also possible at low-latitudes as well as at high latitudes (Kappenman 2011). It appears that utility
grids will need to be protected against both solar EMP and manmade EMP to comply with the
International Infrastructure Security Roadmap. It is proposed that such matters should be urgently
addressed.
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Sensitivity to Geomagnetic Storms
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The economy is sensitive to geomagnetic storms due to a network of interdependencies. [Adapted
from original graphic by US Department of Homeland Security].

The US National Research Council (NRC 2008) states, “Because of the interconnectedness of critical
infrastructures in modern society, the impacts of severe space weather events can go beyond disruption
of existing technical systems and lead to short-term as well as to long-term collateral socioeconomic
disruptions.” As noted by Arbuthnot et al., (2010), “There is limited time to upgrade national electric
grids to avoid solar flare-induced, global scale burn out.” Unfortunately such time is quickly running out
with much still remaining to be done. The consequences of such an event, or series of events, should
they occur, could be dire as the effects could cascade through other systems dependent, either directly
or indirectly on electricity. It is therefore vital that utility grids and meters are as robust as possible to
try to withstand such potential threats.

Distribution of drinkable water could be greatly compromised by a severe solar storm, as could cooking
and food refrigeration facilities, fuel supply, heating, lighting, Internet and telephone communications,
sewage disposal and transport (fuel pumps require electricity to work). Banking, government, medical
treatments and emergency services could also be affected to various degrees. “The longer the outage,
the more problematic, and uncertainty-fraught the recovery will be” (Foster Jr. et al. 2004). The effects
of a solar super storm(s), as predicted for 2012/2013/2014, could take many years to correct and
severely damage national economies. There is no room for complacency.

UK Government Expert Opinion

The UK Government is aware of the threat of solar storms and has already taken various contingency
measures, including allowing some transformers to be switched off if necessary (Connor 2011). The UK
Government’s chief scientific adviser, when speaking at the annual meeting of the American
Association for the Advancement of Science (AAAS) in Washington DC in 2011, further noted that solar
storms could cause catastrophic damage to the world’s economy. “The potential vulnerability of our
systems [to space weather] has increased dramatically. Whether it’s the smart grid in our electricity
systems or the ubiquitous use of GPS.” Professor Sir John Beddington (Brewster 2011).

Similar concerns were raised by The Right Honourable Liam Fox MP, when he was UK Defence
Secretary, when he warned that with our heavier reliance on technology our way of life is now more at
threat from such solar events than ever before (EIS 2010). To help address this matter an assessment of
space weather was carried out for The UK’s National Risk Register of Civil Emergencies (UK House of
Commons Defence Committee 2012), this noted that the relative likelihood of severe space weather
within the next 5 years was between 1in 2 and 1 in 20 (UK Cabinet Office 2012).

Author: Dr Isaac Jamieson 6 isaac[DOT]jamieson[AT]live[DOT]co[DOT]uk



Whilst severe solar storms occur infrequently, they have the potential to create catastrophic long
duration impacts on electricity supply and end users (US NRC 2008). Less severe storms can also cause
significant damage. As Smart Meters are more vulnerable to stray high-energy electrical fields than the
units they replace, and it appears that they may be more vulnerable to severe space weather, retaining
(and reinstalling) analogue meters might be worth considering for these reasons alone.

“Severe space weather can cause disruption to a range of technologies and infrastructure, including
communications systems, electronic circuits and power grids” (UK Cabinet Office 2012). Erinmez et al.,
(2002) noted that whilst the power transmission systems of UK’s National Grid are “generally designed
to operate reliably under challenges mainly related to terrestrial weather conditions ... the measures
[used to increase their] robustness have also made transmission systems more vulnerable to the risk of
space weather through geomagnetic storm activity.”

US Expert Opinion

In similar vein to Professor Beddington, Jane Lubchenco, Head of the National Oceanic and Atmospheric
Administration (NOAA), is on record as having said at the American Association for the Advancement of
Science (AAAS) 2011 meeting that the US also needs to be better prepared than at present to avoid loss
of electrical power and communications as a result of solar flares. She stated that “This is not a matter

of if, it’s simply a matter of when and how big. We have every reason to expect we’re going to be seeing
more [potentially harmful] space weather in the coming years, and it behooves us to be smart and to be
prepared.”

“Many things we take for granted today are so much more prone to the effects of space weather than
was the case during the last maximum,” Lubchenco declared (Moskowitz 2011a). The challenge faced
may increase as the World is likely to become more ‘technologically dependent’ as it edges towards
2013 and other periods of solar maxima — it appears wise to start ‘future proofing’ technology now and
industry needs help from governments to do so. As noted by Tom Bogdan, Director of the US Space
Weather Prediction Center, “What’s at stake are the advanced technologies that underlie virtually every
aspect of our lives.” He also mentioned that forthcoming individual solar events could be particularly
powerful (Lovett 2011).

These comments echo the earlier thoughts of John Kappenman at the 2008 US National Research
Council workshop on the societal and economic impacts of severe space weather events (US NRC,
2008). He additionally noted that lack of preparedness could result in “significant societal impacts and
with economic costs that could be measurable in the several-trillion-dollars-per-year range.”

Seven months after that meeting, NASA found a giant breach in the Earth’s protective shield (Phillips
2008) that will dramatically increase the impact of solar storms discussed in the report above —
comment by present author.

Need for Robust Power Grid Solutions to Space Weather

Since 1989, development of open access on transmission systems has encouraged the transport of
large amounts of energy across grid infrastructures to benefit economic returns by delivering less
expensive energy to areas on demand. That rationalisation, however, taken alongside the increased
likelihood of multiple equipment failures from solar events (and manmade EMP events) has increased
the risk of collateral damage — sophisticated items, such as Smart Meters (and satellites used for smart
grids), are more likely to be damaged by such events than the equipment they replace. Smart appliances
too may be more easily damaged than their conventional counterparts.

The vulnerabilities of electric grids to EMP events are now being addressed in the USA by the US
National Security Working Group (NSWG 2011). Also in February 2011, US Congressman Trent Franks
proposed for federal legislation the H.R. 668 SHIELD Act (Secure High-voltage Infrastructure for
Electricity from Lethal Damage Act), “to amend the Federal Power Act to protect the bulk-power system
and electric infrastructure ... against natural and manmade electromagnetic pulse (‘fEMP’) threats and
vulnerabilities,” (Franks 2011). Further support for increasing the robustness of smart grid systems
worldwide — as related to EMP risk — beyond what is already being achieved might prove appropriate?
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Riswadkar & Dobbins (2010) propose the hardening of system and critical assets through installing
circuits or passive devices to prevent, or reduce, geomagnetically induced currents (GICs) flowing into
electrical grids. Both aging transformers & grid infrastructure and smart grids create mitigation
challenges. The risk of solar flares to the low orbiting satellites that can be used for smart grid data
transference also has to be taken into consideration, these too should be hardened, as X-class flares,
which are on the increase till 2013 (Moskowitz 2011a), can cause their orbital decay.

Some locations where it is presently proposed that Smart Meters will be installed are more vulnerable
than others. In particular, electrical grids are at greater risk from the effects of geomagnetic activity in
areas where igneous rock (such as granite) is present (Odenwald 2009). [The high resistance of such
rock encourages geomagnetically induced currents (GICs) to course through power lines situated above
them raising risk of damage].

Shielding just 10% of critical infrastructure could reduce anticipated damage from EMP events
considerably (The Sage Policy Group, 2007). The author of this present document suggests that, as it is
possible that more than one solar super storm may inflict damage during this period, ideally protection
levels should be ‘As High As Reasonably Achievable’ (AHARA). Uncharted territory is being entered into
where the intensity of a severe space weather event might even exceed that of the 1859 Carrington
Event and lesser severe space weather events (in comparison) may also arise that may cause
considerable damage and loss of life.

As noted by Professor Sir John Beddington, the UK Government’s chief scientific adviser, “The risk we
face from solar events] is slightly scary, and | think properly so. ... We’ve got to be scared by these
events otherwise we will not take them seriously” (Moskowitz 2011a).

Many of the precautions taken to protect smart grids and technology from natural EMP events will also
help protect them / reduce the potential impact from manmade EMP events by rogue nations and
terrorists.
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Practicality, Security, War, Terrorist or Cyber-Attack

“If the world's industrial countries fail to devise effective ways to defend themselves against dangerous
electronic assaults then they will disintegrate within a few years” UK House of Commons Defence
Committee (2012).

If EMP vulnerabilities remain unaddressed they will present increased invitations for attack (Graham et
al. 2011). It appears prudent to reduce such risks wherever practical rather than adding to them by
inappropriate design, component and/or operation specification. Sleep walking into the future could
rapidly lead to nightmare scenarios.

As noted by William R. Graham, Chairman of the US Commission to Assess the Threat to the United
States from Electromagnetic Pulse Attack, “A serious national commitment to address the threat of an
EMP ... can lead to a national posture that would significantly reduce the payoff for such an attack ...”

Manmade EMP Events
High-Altitude Electromagnetic Pulse (HEMP)
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“Several potential adversaries have or can acquire the capability to attack the United States with a high-
altitude nuclear weapon-generated electromagnetic pulse (EMP). A determined adversary can achieve
an EMP attack capability without having a high level of sophistication. EMP is one of a small number of
threats that can hold our society at risk of catastrophic consequences. EMP will cover the wide
geographic region within line of sight to the nuclear weapon. It has the capability to produce significant
damage to critical infrastructures and thus to the very fabric of US society, as well as to the ability of the
United States and Western nations to project influence and military power.” Commission to Assess the
Threat to the United States from Electromagnetic Pulse Attack (Foster Jr. et al. 2004).

The term HEMP is often used for EM signals created from a nuclear detonation interacting with the
Earth’s upper atmosphere. EMP can cause “temporary upset and even catastrophic failure to modern

electronics and electrical systems over considerable geographic areas of the Earth” (NATO 2011).

HEMP Components

HEMP Type Intensity Time to reach intensity

El 50,000 V/m <10ns

E2 100 V/m 1 microsecond - 1 second
E3 40 V/km 1 - several hundred seconds

Source: Radasky (2011).

E1l and E3 HEMP are indicated as being the greatest threat to power systems. As noted by Radasky
(2011), “as more Smart Grid electronics are placed in substations, these E1 HEMP fields become a
significant concern to their performance. Also the placement of new Smart Grid communication
antennas and electronics in substations should consider the threat of E1 HEMP. ... E1 HEMP will also
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couple efficiently to aboveground medium and low voltage power lines that are typical for the
distribution grid and also to the low voltage drop lines to homes or businesses.” Burial of distribution
line reduces EMP risk — and can also provide additional health benefits (comment by present author).

Radasky (2011), also notes that for “the shorter drop lines to homes, levels on the order of several
hundred kV are possible that could seriously damage solid-state Smart Meters.” Additionally, it is often
seen as impracticable to protect wireless systems (such as used in Smart Meter systems — present
author’s comment) against EMP attack. The US National Security Working Group (NSWG 2011), notes
“...vintage type electronic systems are much more robust and tolerant to EMP effects. The bad news is
that these systems are growing old and must be replaced, and they will be replaced with modern
versions that are inherently more vulnerable to EMP.”

Source Region Electromagnetic Pulse (SREMP)

These are caused as a result of nuclear detonation, such as can be created by an air-burst EMP cruise
missile, interacting with the Earth’s and its adjacent atmosphere. A single SREMP event could cause
irreparable damage to most electronics within a 30 km (18.6 mile) area (Powerwatch 2010). Power
supplies for large areas of a smart grid could be easily disabled by such devices unless suitable
precautions are taken - as a matter of best practice Smart Meters should be designed to fail in a "supply
on" mode. The vulnerability of electronic Smart Meters to such events appears far greater than that of
the electromechanical rotating-disk meters they are designed to replace which are unlikely to be
damaged by such events.

Non-Nuclear EMP (NNEMP) / Intentional Electromagnetic Interference (IEMI)

NNEMP Level EMP Source. Source: Kappenman (2011).

Non-Nuclear EMP (NNEMP) is also known as Intentional Electromagnetic Interference (IEMI) and is
labeled as the “Intentional malicious generation of electromagnetic energy introducing noise or signals
into electric and electronic systems, ... disrupting, confusing or damaging these systems for terrorist or
criminal purposes,” (IEC 2005).

Extremely powerful portable radio transmitters (which can be mobile and coordinated) can be built to
create NNEMP. Its effects are similar to solar threats and HEMP but are usually more localised, unless a
coordinated attack is undertaken (where they could create effects far larger than those achievable by
large nuclear EMP pulses). The additional electronics used to create smart grids and related smart
technologies, including Smart Meters, may increase system vulnerability. As noted by Radasky (2011),
“... the IEMI threat to Smart Meters, distribution electronics, substation electronics, substation
communications, control rooms and power generating facilities (including wind and solar facilities) is
the same as for the E1 HEMP.” This matter needs to be urgently addressed.

NNEMP/IEMI present a comparable risk scenario likelihood to that of Cyber Attack (Kappenman 2011).
They pose a serious threat to medium and high voltage transformers and smart grids. Technical
solutions are being created to address such threats (Birnbach 2011, Radasky & Savage 2010), but do
not yet appear to have been applied to Smart Meters.
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Close Range EMP

“There is no protection on a smart meter against a EMP (Electro Magnetic Pulse) which could be as
simple as a coil of wire and a battery at close range. It could blow the electronics in the meter or simply
change memory bits which might change the rate figures or readings. It could also trigger the electric
cut off circuit and allow burglars to cut your power even if your breaker box is locked” (Electron 2011).

Power Surges

A recent sustained power surge in California appears to further indicate the increased susceptibility of
Smart Meters to such events compared to the conventional analogue meters they replace (Dremann
2011). In that incident 80 PG&E SmartMeters caught fire and burned out after the power surge, causing
some residents and utilities officials to question their safety. The surge, which lasted 80 minutes,
affected 200 homes and businesses. None of the analogue meters were affected.

"The idea with SmartMeters is to make the customers' and the utility's life better, but this is a good
example of how sometimes the old way is the good way," Debbie Katz, spokesperson for Palo Alto
utilities. Katz further commented that the advantage of the analogue meter over its intended ‘smart’
replacement is that it does not have internal electronics which can be shut down or disrupted by power
surges (Dremann 2011). At that time Paolo Alto city officials were seeking to undertake additional
research and investigative work to ensure Smart Meter shortfalls and glitches were resolved before
investing further in them. On 21" February 2012 Palo Alto Municipal Utility District decided to reject
Smart Meter deployment at the present time. It is the 50th Californian local government body to do so
(OTLB 2012).

Measures should be taken to ensure that Smart Meters, if deployed, are robust enough to withstand
the technical challenges documented above — present author’s comment.
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Preventing Natural and Manmade EMP Catastrophes

Image source: NASA

Smart grids create more potential points of failure from EMP than traditional grids. Ideally, protective
measures should be considered early in the brief and applied before rollout. Cost effectiveness is
essential (EMPrimus 2011, Koepke 2010). It is possible through robust planning to prevent EMP
catastrophes. Action is required sooner rather than later for protecting smart grids, Smart Meters and
smart appliances, and could create numerous opportunities for investment and the development of
new sustainable technologies.

At present there are no procedures to “perform “black start” [restoring a power station to operation
without requiring use of using the external power grid] under severe damage scenario,” as these require
energy and telecom transport that are power dependent (Graham et al. 2011). It is recognised that if
substantial numbers of transformers fail the restart of the grid will be more complicated (UK House of
Commons Defence Committee 2012). Problems will be further exacerbated if meters also fail due to
inappropriate non-EMP resilient design.

Power grids, meter systems and related technologies should be designed where practical to prevent /
reduce likely adverse effects from EMP.

Recommendations (partial listing as related to EMP — various authors)

¢ Adhere to the Electric Infrastructure Security Council (EIS) International Infrastructure Security
Roadmap (EIS 2011).

¢ Determine grid and network level vulnerabilities & prioritise actions.

¢ Improve forecasting ability for EMP events.

* Protect important infrastructures and “high value” assets through appropriate design measures -
including hardening.* “High value” assets include essential government operations and those of other
national institutions.

¢ Grid-level protection systems should be installed to protect against EMP threats to transformers.

e Harden smart grid infrastructures and related technologies against EMP risk.*

¢ Delay rollout of additional Smart Meters till after main period of solar risk if unhardened. Ideally also
harden against risk of manmade EMP attacks and allow retention of analogue meters.

¢ Develop regional and national smart grid restoration plans and survival plans for populations.

¢ Provide Government endorsement & tax incentives for required work.

e Undertake “controlled” power cuts when necessary to protect grid.

¢ |dentify & address regulatory gaps that preclude effective mitigation.

e Manufacture robust essential components for infrastructure, such as large transformers, within own
country — this may greatly help shorten recovery periods and create extra jobs.

*If budget does not stretch to automatically protecting Smart Meters in this way, individuals should be allowed to
retain or have analogue meters reinstalled.
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“The technology to protect critical infrastructures from natural or malicious electromagnetic threats
now exists. Implementation costs are estimated at less than 0.01% of GNP. For example, costs for
protection of the U.K. electric grid are estimated at approximately £ 0.1B. The corresponding estimate
for the U.S. would be approximately $1B,” EIS (2010). ... “Since much of this cost would in any case be
incurred for normal periodic upgrade and modernization, the net costs are even lower,” Arbuthnot et al.
(2010).

Recovery periods are shortened as level of grid protection increases (Birnbach 2011). Significant,
affordable improvements can be made to prevent, prepare, protect and recover from EMP events
(Graham et al. 2011). It is anticipated that the costs of EMP protection may in part be compensated by
reduced insurance costs (Birnbach 2011).

“If addressed, our reduced vulnerability helps deter attack, enhances infrastructure resilience and
confers added protection against cyber threats and damaging geosolar storms.” Commission to Assess
the Threat from High Altitude EMP (Graham et al., 2011).

Certain measures, such as a widespread changeover to fibre-optic data and signal cabling, may greatly
increase system robustness to EMP threats (Cikotas & Kappenman 2011) and also open up other
streams of revenue (Fehrenbacher 2009) — the hardening of such systems will further increase their
attractiveness to investors.
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Cyber Security
N

“.. it is quite possible that a nation state might launch ... [a cyber-attack targeting Smart Meters to
switch off a country’s electricity supply] during a time of international tension. A second possibility is a
terrorist organisation. A third possibility could be environmental activists; ... A further possibility is a
criminal, who switches off a number of an energy company’s meters and threatens widespread havoc
unless a ransom is paid. ... Yet another angle is the possibility of criminal energy theft ...” The
introduction of Smart meters create significant new cyber-vulnerabilities, (Anderson & Fuloria 2010).

The UK National Security Council now recognises cyber-attacks as a Tier One threat — the highest
priority for UK national security (HMG 2010, AEPN 2010).

Experts at the IEEE Smart Grid Comm 2010 conference warned that consumers and utilities’
infrastructures are becoming more vulnerable to cyber-attack due to the increased security
vulnerabilities and the two-way communication of smart grids as compared to existing systems. They
predict that the smart grid will present up to 440 million possible points to be hacked by 2015
(Schwartz 2010). The US Department of Energy also recognise shortfalls in the cyber security plans (US
DOE 2012).

It is recognised by the US Government Accountability Office (US GAO) and the US Department of
Energy (US DOE) that the transition to smart grids is opening electric grids open to increased
cybersecurity weaknesses that risk damaging their efficient operation (US DOE 2012, US GAO 2011,
Mills & LaMonica 2010). It has already been claimed that hackers from a major foreign country have
reconnoitered the US electricity grid possibly seeking to discover exploitable systemic vulnerabilities
such as those presented in present Smart Meter systems (Anderson & Fuloria 2011).

In 2009 cyber security analyst Morgan Wright, when leading the Global Public Safety and Homeland
Security Program at CISCO Systems, claimed that having the US electric grid standardised on a single
platform, instead of a more distributed layered model, had caused a lot of cyber vulnerabilities and that
its operating system had been hacked into by foreign state sponsored spies. He further claimed that
when they gained access they scoped out vulnerabilities and control systems and may have left
backdoors in place, remote control devices, or things they could activate at a later date to carry out set
tasks such as shutting down or redistributing the nation’s power (Wright 2009).

Built In Security

The US GAO states that “increasing the use of new system and network technologies can introduce new,
unknown vulnerabilities. ... our experts stated that smart grid home area networks ... do not have
adequate security built in, thus increasing their vulnerability to attack.” To counter such risks, over $30
million (£18.62 million) has been awarded to address these cyber-security and reliability issues
(Schwartz 2010). Even with such massive funding, some experts still express grave concerns (Mills &
LaMonica 2010) and it is recognized that cyber security plans can often be incomplete or lack sufficient
detail (US DOE 2012). Smart Meters being hacked could result in local and widespread disruptions,
sensitive facilities being ‘taken out’, loss of data privacy (including information on the types of
equipment individuals own, building occupancy patterns and identity theft). Loss of data privacy may
also arise from data collected by Smart Meters through non-intrusive appliance load monitoring being
sold by utilities to third parties unless appropriate safeguards are put in place (Quinn 2009).
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Manipulation of Smart Grid Data

Electricity theft is a cause of great concern to utility companies, and already there are devices existing
that allow Smart Meters to be altered remotely to register less energy consumption than actually used
(Wisniewski 2012, Mills & LaMonica 2010). Assistant Professor Le Xie of Texas A&M University notes
that it is likely that some attackers could be virtual traders seeking to benefit financially through
intercepting and manipulating smart grid data to place safe bets on energy demands (Schwartz 2010).

Smart Meter Data

Every electrical appliance has its own energy fingerprint readable by Smart Meters. Those accessing
such information have indications of the appliances individuals have and how often they use them.

Fettle

Image source: Newborough & Augood (1999).

Parties wishing Smart Meter
data?

Potential use (partial listing)

Utilities

Efficiency analysis, monitoring of electricity usage & load for
forecasting & bills

Electricity usage advisory
companies

To promote energy conservation & awareness measures

Insurance companies

Determining health care premiums based on unusual behaviours
(such as sleep problems*), that might indicate illness

Marketers

Profiling for targeted advertisements

Law enforcers

Identifying suspicious or illegal activities

Civil litigators

Determining when home occupied, by how many parties & activities
undertaken

Landlords

To verify lease compliance

Private investigators

Monitoring for specific events

The Press Information on famous individuals’ movements & lifestyle
Creditors Determination of behaviour that might indicate creditworthiness
Criminals To identify the best times for burglary or to identify high-priced

appliances to steal

Original source: SGIP (2010)

*Emissions from some wireless Smart Meters have been reported to be linked to health and sleep
problems (EMF SN 2011) — present author’s comment.

Data Provision & Privacy/Security Issues
“Digital information and communication technology offers the possibility of a new world of freedom. It
also offers possibilities of surveillance and control which dictatorships of the past could only struggle to

establish. The battle to decide between these possibilities is being fought now,” Stallman (2010).*
*Refer also to Appendix 7 of main document.
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“We ... have the technology to record ... (energy consumption) every minute, second, microsecond, more
or less live... From that we can infer how many people are in the house, what they do, whether they're
upstairs, downstairs, do you have a dog, when do you habitually get up, when did you get up this
morning, when do you have a shower: masses of private data. ... We think the regulator needs to send a
strong signal to say that the data belongs to consumers and consumers alone. We believe that's a
blocker to people adopting the technology," Martin Pollock of Siemens Energy, quoted by Wynn (2010).

Unlike conventional meters that measure total energy use through day and night tariffs (and are
normally read four times every year), Smart Meters allow energy use to be read with far finer
granularity (typically every half-hour). There is much debate as to what level of information should be
provided by Smart Meters and to whom it should be provided. “... high resolution electricity usage
information can be used to reconstruct many intimate details of a consumer's daily life ... [there are
many ways], that information could be used in ways potentially invasive of an individual's privacy.”
Quinn (2009).

As an example of the level of privacy invasion that is possible, it was recently shown by Dario Carluccio
and Stephan Brinkhaus (at the 28th Chaos Computing Congress (28c3) hacker conference in Germany)
that hacking into a Smart Meter could in, addition to identifying activity patterns in homes (including
whether they were occupied) and the types of equipment being used, even allow identification of the
movies being played by occupants. Prior to concluding that the security encountered was poor and the
data resolution the meters provided was too high, they were also able to demonstrate how easy it was
to alter apparent energy usage (Wisniewski 2012).

A court in the Netherlands (Cuipers & Koops 2008) has already determined that the mandatory
collection of non-essential fine-grained Smart Meter data is against Article 8(1) of the European
Convention of Human Rights (which the UK is signed up to). That ruling has led to mandatory Smart
Meter installation being halted in the Netherlands (metering.com 2009). It is important to address such
potential legal issues as early as possible and ensure that necessary safeguards are put in place.

“it [is] imperative that proper consideration is given to individuals’ fundamental rights to privacy,” EC
(2011). Under EU Data Protection Law, consumers’ rights to privacy “may not be overridden”, as it is
their degree of positive acceptance, support and involvement with Smart Meters and related
technology that will determine the level of success smart metering achieves.

“Data protection issues play a very important and even decisive role in the successful implementation of
smart metering,” Knyrim & Trieb (2011).

As noted by Berliri & Maxwell (2010):

¢ ‘Privacy by Design’ creates opportunities rather than threats for smart grids — it instills consumer
confidence.

e Consumers concepts of privacy are altering; soon statutory provisions may be inadequate. Privacy
should be embedded into the technology.

e There may be competitive advantages for those able to offer the highest levels of privacy protection.

Robust privacy measures and policies are required to cover data usage and distribution if consumers
are to be brought onboard and potential security shortfalls addressed.

Smart grid privacy measures

Privacy threat Service required Existing protection mechanisms
Network Shallow packet
threats inspection Anonymity Anonymity networks
Deep packet
inspection Confidentiality Encryption
Data usage Unauthorised
threats usage/access Access control Policies, legislation, secure
Customer privacy Customer control of storage
customer data

Source: Sooriyabandara & Kalogridis (2011).
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Undertaking robust measures to anonymise Smart Metering data and remove recognisable appliance
load signatures can help to address privacy concerns (Efthymiou & Kalogridis 2010, Kalogridis et al.
2010). Such measures may include: Privacy Enhanced Home Energy Management using Elec Privacy
algorithms (to disguise the signatures of electronic equipment) and Escrow: Data Anonymisation.

Privacy Initiatives

Ontario, Canada

The province of Ontario in Canada is a world leader in embedded privacy protections for smart grids
(PBD 2010). Adopting its guidelines may help prevent many claims on Human Rights privacy issues that
might otherwise stall or halt rollouts.

1. Proactive not Reactive; Preventative not Remedial
“Smart Grid systems should feature privacy principles in their overall project governance framework and
proactively embed privacy requirements into their designs ...”

2. Privacy as the Default
“Smart Grid systems must ensure that privacy is the default — the “no action required” mode of
protecting one’s privacy — its presence is ensured.”

3. Privacy Embedded into Design
“Smart Grid systems must make privacy a core functionality in the design and architecture of Smart Grid
systems and practices — an essential design feature.”

4. Full Functionality — Positive-Sum, not Zero-Sum
“Smart Grid systems must avoid any unnecessary trade-offs between privacy and legitimate objectives
of Smart Grid projects.”

5. End-to-End Lifecycle Protection
“Smart Grid systems must build in privacy end-to-end, throughout the entire life cycle of any personal
information collected.”

6. Visibility and Transparency
“Smart Grid systems must be visible and transparent to consumers - engaging in accountable business
practices - to ensure that new Smart Grid systems operate according to stated objectives.”

7. Respect for User Privacy
“Smart Grid systems must be designed with respect for consumer privacy, as a core foundational
requirement.”

That document states that the above principles should be applied to: accountable business practices;
Information Technology (IT) systems; and physical design and networked infrastructure for smart grids
(PBD 2010).

“.. if the data protection rights of consumers are not sufficiently taken into account, then their
acceptance of the new technology will be lacking, which could lead to its unsuccessful implementation,”
Knyrim & Trieb (2011).

Another concern related to ‘Privacy by Design’ is that present smart grid systems have a life expectancy
of 10-20 years, during which time any in-built security they may have risks becoming compromised or
outdated.

United Kingdom

The UK is adopting an approach to privacy drawn on international best practice measures and the
advice of privacy experts (DECC 2011). In September 2011, it was announced that the UK Government
has established a central data and communications company to administer access to smart grid data to
help allay consumer privacy concerns over Smart Metering. The UK Government will also oversee its
security (smartmeters 2011).

California, USA

In July 2011, California voted to adopt it’s own comprehensive set of privacy and security rules for the
three utility companies that provide the majority of Californians with electricity (King 2011). If
consumers wish, they will be able to allow third parties to receive their backhauled Smart Meter data
directly from the utilities, as opposed to directly from the Smart Meters in order to support services
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including demand response, energy advice and energy efficiency. It is important to note that the CPUC
declared that “The utilities ... will bear no new liability for the actions of third parties which acquire
information via this [mechanism].”

The CPUC also stated that they will not exercise jurisdiction over third parties who directly receive
energy usage data from installed devices that receive data via the HAN interface (King 2011). It is likely
that the Californian and UK initiatives will be a success if they fully take into account Human Rights’
privacy issues and the need to anonymise electrical metering data to gain public trust.

Texas, USA

In Texas all meter data on electricity shall belong to the customer (BSM (2011). Texas Utilities Code
39.107(b) states: “All meter data, including all data generated, provided, or otherwise made available,
by advanced meters and meter information networks, shall belong to a customer, including data used to
calculate charges for service, historical load data, and any other proprietary customer information. ...”

Blackout Attacks

One of the gravest scenarios is that of “a ‘cyber-nuke’ [through the Smart Meters] that would reduce ...
[a country’s] population to destitution. Recovery from such an attack would be painful [loss of life may
also be high — present author’s comment]. As a matter of national survival, the government would
probably authorise any electrician or other competent person to short-circuit dead meters. Utility
contractors might need to spend a year or more visiting every house to rekey or replace them”
(Anderson & Fuloria 2011). This risk does not exist with analogue meters.

Network security experts state that once a hacker gains access to the smart grid he/she may gain
control “of thousands, even millions, of [smart] meters and shut them off simultaneously.” Individual
hackers may also be able to substantially raise or lower power demand, disturbing the local power
grid’s load balance and creating a blackout. They also state that such outages would “cascade to other
parts of the grid, expanding the blackout,” with no one being able to predict the possible scale of such
damage (Meserve 2009).

There is a high cost to blackouts, the Northeast Blackout of 2003 in North America cost $3 billion (£1.86
billion). A coordinated attack on the grid “could lead to even more significant economic damages” (ICFC
2003). The cost of precautionary and protective measures are far less. “As the nature of our technology
becomes more complex, so the threat becomes more widespread. ... However advanced we become, the
chain of our security is only as strong as its weakest link”, the Rt. Hon. Dr. Liam Fox MP when UK
Defence Secretary (Fox 2010).

The development of appropriate solutions to realistic threats to security of supply should be carried out
before further large-scale smart grid rollouts are undertaken. “Without securely designed smart grid
systems, utilities will be at risk of not having the capacity to detect and analyze attacks, which increases
the risk that attacks will succeed and utilities will be unable to prevent them from recurring,” (US GAO
2011).

Unnecessary National Security risks should be avoided/reduced wherever possible. The present
installation of remote off-switches for Smart Meters further increases risk of blackouts - ideally Smart
Meters should be designed to fail in the ‘on” mode to reduce this risk. This safety measure would also be
in accord with Human Rights laws in Europe which stop defaulters simply being disconnected
(Anderson & Fuloria 2010a).
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needs to be rapidly rethought to deal with the real life issues that have been raised.
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